INLAND CELLULAR TELEPHONE COMPANY

Corporate Offices Received & Inspected
103 S. 2nd St. FEB 222012
P.O. Box 688

Roslyn, WA 98941 FCC Mail Room

Telephone: (508) 649-2500
Fax: (509) 6¢2820%ry 20, 2012

Via Federal Express overnight delivery

Marlene H. Dortch

Office of the Secretary

Federal Communications Commission
445 12t Street SW

Suite TW-A325

Washington, DC 20554

With a delivery address of:
9300 East Hampton Drive
Capital Heights, MD 20743
(202) 418-0300

Re: EB Docket No. 06-36
Annual Section 64.2009(e) Certification

As required by section 64.2009(e) of the Commission’s rules, enclosed
is an original and four copies of the Customer Proprietary Network
Information Compliance Certification executed by Inland Cellular Telephone
Company, the general partner of and on behalf of Washington RSA No. 8
Limited Partnership and Eastern Sub-RSA Limited Partnership (collectively
‘Inland Cellular”), Form 499 Filer ID Numbers 801744 and 801741,
respectively. Also enclosed is the Statement Regarding Operating
Procedures for Inland Cellular.

If you should have any questions, I can be contacted at (509) 649-

e

James K. Brooks
/" Treasurer/Controller

2500.

Sincerely,

Enclosures

Cc: Best Copy and Printing (via email to FCC@BCPIWEB.COM)
FCC Enforcement Bureau
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ANNUAL SECTION 64.2009(¢) CERTIFICATION
EB Docket No. 06-36 FER 222012

FCC Mail Room

Annual § 64.2009(e) CPNI Certification for 2011

Dated: February 20, 2012

Company: Washington RSA No. 8 Limited Partnership (d/b/a Inland Cellular)
Form 499 Filer ID Number: 801744

Name of Signatory: James K. Brooks

Title of Signatory: Treasurer/Controller of Sole General Partner

I, James K. Brooks, certify that I am a duly authorized officer of Inland Cellular
Telephone Company, the general partner of Washington RSA No. 8 Limited Partnership
(hereafter “WA-8 LP”) and, acting as an agent of WA-8 LP and in accordance with the
underlying partnership agreement, that I have personal knowledge that WA-8 LP has established
operating procedures that are adequate to ensure compliance with the Customer Proprietary
Network Information (“CPNI”) rules of the Federal Communications Commission
(“Commission”), codified at 47 C.F.R. Part 64 Subpart U, implementing Section 222 of the
Communications Act of 1934, as amended.

Attached to this certification is an accompanying statement explaining how the
company’s procedures ensure that the company is in compliance with the requirements set forth
in sections 64.2001 ef seq. of the Commission’s rules.

WA-8 LP has not taken any actions (proceedings instituted or petitions filed by WA-8 LP
at either state commissions, the court system, or at the Commission against data brokers) against
data brokers in the past year. During the calendar year ended December 31, 2011, WA-8 LP did
not acquire first-hand any information that it has identified as being information with respect to
the processes pretexters are using to attempt to access CPNI.

WA-8 LP has not received any customer complaints in the past year concerning the
unauthorized release of CPNI.

7

ames K. Brooks

reasurer/Controller

* Inland Cellular Telephone Company
General partner of and on behalf of
Washington RSA No. 8 Limited Partnership
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ANNUAL SECTION 64.2009(E) CERTIFICATION FEB 22 2012
EB Docket No. 06-36
FCC Mail Room

Annual § 64.2009(e) CPNI Certification for 2011

Dated: February 20, 2012

Company: Eastern Sub-RSA Limited Partnership (d4/b/a Inland Cellular)
Form 499 Filer ID Number: 801741

Name of Signatory: James K. Brooks

Title of Signatory: Treasurer/Controller of Sole General Partner

I, James K. Brooks, certify that [ am a duly authorized officer of Inland Cellular
Telephone Company, the general partner of Eastern Sub-RSA Limited Partnership (hereafter
“ESRLP”) and, acting as an agent of ESRLP and in accordance with the underlying partnership
agreement, that I have personal knowledge that ESRLP has established operating procedures that
are adequate to ensure compliance with the Customer Proprietary Network Information
(“CPNI”) rules of the Federal Communications Commission (“Commission”), codified at 47
C.F.R. Part 64 Subpart U, implementing Section 222 of the Communications Act of 1934, as
amended.

Attached to this certification is an accompanying statement explaining how the
company’s procedures ensure that the company is in compliance with the requirements set forth
in sections 64.2001 ef seq. of the Commission’s rules.

ESRLP has not taken any actions (proceedings instituted or petitions filed by ESRLP at
either state commissions, the court system, or at the Commission against data brokers) against
data brokers in the past year. During the calendar year ended December 31, 2011, ESRLP did
not acquire first-hand any information that it has identified as being information with respect to
the processes pretexters are using to attempt to access CPNL

ESRLP has not received any customer complaints in the past year concerning the
unauthorized release of CPNL

/fahes K. Brooks \

/" Treasurer/Controller
Inland Cellular Telephone Company
General partner of and on behalf of

Eastern Sub-RSA Limited Partnership
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STATEMENT REGARDING OPERATING PROCEDURES  FCC Mail Room
IMPLEMENTING 47 C.F.R. PART 64 SUBPART U
GOVERNING USE OF
CUSTOMER PROPRIETARY NETWORK INFORMATION (CPNI)
MARCH 1, 2012

The following statement explains how the operating procedures of Washington RSA No.
8 Limited Partnership and Eastern Sub-RSA Limited Partnership (collectively “Inland Cellular”
or “Company”) ensure that it is in compliance with the Commission’s CPNI rules, as codified at
47 C.F.R. Part 64 Subpart U (§§ 64.2001-64.2009) and is relevant to calendar year 2011. Except
as otherwise indicated, the following applies with respect to the Commission’s rules in effect
both before and after the December 8, 2007 effective date of the Commission’s April 2, 2007
Report and Order in CC Docket No. 96-115. See FCC 07-22 (rel. Apr. 2, 2007); Public Notice,
DA 07-4915 (rel. Dec. 6, 2007). This statement covers calendar year 2011.

L. Use of customer proprietary network information without customer approval.

A. Inland Cellular may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service to which the customer
already subscribes from Inland Cellular, without customer approval.

Inland Cellular presently offers CMRS to its customers.

B. Inland Cellular may not use, disclose, or permit access to CPNI to market to a
customer, service offerings that are within a category of service to which the subscriber does not
already subscribe from Inland Cellular, unless Inland Cellular has customer approval to do so,
except as described in Section 1.C.

(1) Inland Cellular may use, disclose or permit access to CPNI derived from
their provision of wireless service, without customer approval, for the provision of CPE
and information services.

(2) Inland Cellular may not use, disclose or permit access to CPNI to identify
or track customers that call competing service providers.

C. Inland Cellular may use, disclose, or permit access to CPNI, without customer
approval, as follows:

(1) Inland Cellular may use, disclose, or permit access to CPNI, in its
provision of installation, maintenance, and repair services.

(2) Inland Cellular may use, disclose, or permit access to CPNI for the
purpose of conducting research on the health effects of commercial mobile radio services
(“CMRS”).





















compliance for a minimum period of one year. Specifically, sales personnel must obtain
supervisory approval of any proposed outbound marketing request for customer approval.

I. Effective December 8, 2007, Inland Cellular must take reasonable measures to
discover and protect against attempts to gain unauthorized access to CPNI, which may include
encryption of its databases. Inland Cellular must properly authenticate a customer prior to
disclosing CPNI based on a customer-initiated telephone contact, on-line account access, or an
in-store visit. Inland Cellular must take measures to protect CPNI stored in its internal databases
from potential unauthorized access, and evaluate and increase its security measures should it
discover an increase in attempts to gain access to unauthorized information.

J. Inland Cellular must provide written notice within five business days to the FCC of
any instance where the opt-out mechanisms do not work properly, to such a degree that
consumers’ inability to opt-out is more than an anomaly.

(1) The notice shall be in the form of a letter, and shall include Inland
Cellular’s name, a description of the opt-out mechanism(s) used, the problem(s)
experienced, the remedy proposed and when it will be/was implemented, whether the
relevant state commission(s) has been notified and whether it has taken any action, a
copy of the notice provided to customers, and contact information.

2) Such notice must be submitted even if Inland Cellular offers other
methods by which consumers may opt-out.

K. Effective December 8, 2007, Inland Cellular has a general duty to first inform
federal law enforcement agencies, followed up by notification to affected customers, after
reasonable determination of a breach of its customers’ CPNL

(1) Inland Cellular must file an electronic notification to the United States Secret
Service (USSS) and the Federal Bureau of Investigation (FBI) within seven (7) business
days through the central reporting facility furnished by the Commission.

(2) Inland Cellular is prohibited from notifying customers or the general public of
the breach until seven (7) business days have passed after notification to the USSS and
FBI unless under certain specified circumstances: (a) Inland Cellular identifies an
“extraordinary need to notify customers” before that period or (b) An ongoing or
potential investigation or national security requires customer disclosure to be potentially
delayed for up to thirty (30) days. Inland Cellular must notify the affected customer(s)
after the applicable period.

(3) Inland Cellular must maintain a record, whether electronically or in some other
manner of any breaches discovered, notifications made to the USSS or FBI and
notifications made to customers. The record must include, if available, dates of discovery
and notification, a detailed description of the CPNI that was the subject of the breach, and
the circumstances of the breach. Records must be maintained for a two (2) year period.

Inland Cellular’s operating procedures comply with all of the above requirements,
including those that became effective December 8, 2007. With respect to online authentication






